NMFS IT Security - Web Server Incident Procedures

Web servers should be monitored for intrusion.

Incident Occurs
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The web server administrator will provide the following information:
- The type of intrusion

- IP Number (if known) and or DNS name

- System administrator's name and phone number
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Web Security violations will be reported to the
NMFS ITSO - Nancy Majower at
301-713-2372 (Work), 301-343-6301 (Cell)
or 301-879-1480 (Home)

Web server administrator contacts the NOAA
Computer Incident Response Team (N-CIRT)
at 301-713-9111
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If for some reason the NMFS ITSO cannot be
reached contact the alternate - Bill Bradley at
301-713-2372 (Work), 301-343-7081 (Cell)
or 410-224-2035 (Home).
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NMFS ITSO will contact the
Web Master - Kevin Holland

NMFS ITSO will contact the NMFS CIO
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NMFS CIO will contact the
NMFS D.AA.

NMFS D.A.A. will coordinate with
Public Affairs for a public response.

System administrator will complete form
47-43 within 24 hours of incident.
https://www.csp.noaa.gov
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